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Business of Cyber (in)Security
• Attack Surfaces


• Threat Actors


• The Business


• Enterprise Software & Consulting


• Personal Software


• Zero Day Exploits


• The Weakest Link


• Protecting Ourselves



Attack Surfaces
Potential Entry Points to stage an attack



“In humanity’s relentless drive for convenience & 
economic growth, we have developed a 
dangerous level of dependency on networked 
systems in a very short space of time.”

- Misha Glenny (Dark Market)











Blackhat
Film by Michael Mann

• Action Thriller Film


• Hacking Industrial 
Equipment


• Tracking the hack globally


• Sophisticated hacking 
tools used by 
Governments


• Organised crime aspect





Exposed API’s



Supply Chain Hack
Hacking a software used by many

• Potentially Invisible


• Impact across several industries, sectors & even Governments


• Purpose


• Espionage


• Sabotage


• Disruption / Ransomware


• Intellectual Property Theft


• Solarwinds, Kaseya, Microsoft Exchange Server, etc



The Art of Intrusion
By Kevin Mitnick

• Hacker & Security 
Consultant


• Convicted for Financial 
Data Theft


• Writes about tools & 
techniques used by 
Hackers to get inside 
systems



Threat Actors
Who are these hackers & Why do they do it?



Threat Actors

•Cyber Criminals

•Nation-states / Governments

•Hacktivists / Terrorists

•Trolls & Thrill seekers

• Insiders & Competitors



“If you’re good at something, 
never do it for free…” - The Joker



Cyber Criminals

•Financial Data Theft

• Identify Theft

•Ransomware (Crypto)

•Data Brokers

•Organised Crime



Dark Market
By Misha Glenny

• British Journalist


• Tracks Organised Crime & 
Cyber Crime


• Book is about global 
organised cybercriminals & 
how they operate



Nation state / Government

•Cyber Warfare

•Diplomacy

• Intimidation / Interference

•Espionage

•Data Theft



The Perfect Weapon
HBO Documentary

• New form of warfare


• Using cyberattack as a 
diplomatic tool


• “Prepared for a Higher 
Form of War”



Sandworm
By Andy Greenberg

• Tech Journalist for Wired 
Magazine


• Covers attacks on Ukraine 
interfering in their elections


• Radiation monitoring 
systems


• Public Utilities



Agents of Chaos
HBO Documentary

• 2016 Election Interference 
by Russia


• Possibilities to disrupt the 
democratic process


• Social Media Bots & 
disinformation campaigns



NSO Group  
& Pegasus

• Spyware as a Service


• Legitimate software / 
services provider with 
export authorisation


• Zero-click Surveillance


• US Entity List





Threat Actors

•Cyber Criminals 
•Nation-states / Governments 
•Hacktivists / Terrorists

•Trolls & Thrill seekers

• Insiders & Competitors



The Business
The legitimate part of Cybersecurity Industry



“There are only two types of companies—
those that know they’ve been 
compromised, and those that don’t know.”
Dmitri Alperovitch (Co-Founder of Crowdstrike)







The Business

•Personal Software

•Enterprise Software

• Identity management

•Endpoint security

•Network traffic security

•Testing & Consulting



Hype / Trend?

Source: Company Filings



Why pay for this?

•Can’t DIY vs Talent

•Data Protection

•Data & User Privacy

•Regulatory Requirement

•Transactional Security

•Latency & Availability

• Integrations with other vendors



Source: ZScaler Global Threat Insights



Source: ZScaler Global Threat Insights



Fear - Uncertainty - Doubt

FUD



Zero Day Exploits
The threats no one know about?



Zero Days
Documentary

• Stuxnet Execution


• Exploiting ‘zero day 
vulnerabilities’ in popular 
softwares


• Made this form of warfare 
acceptable & expected.



This is how they 
tell me the world 
ends
By Nicole Perlroth

• Zero Days market


• Cyber weapons brokers & 
arms race


• Flat World


• Cyber Offence & Defence





“Move Fast & Break 
Things”

“Move Slow & Fix 
Things”

OR



The Weakest Link
The chain is only as strong as its weakest link.



The Art of 
Deception
By Kevin Mitnick

• Social engineering


• No Hacking Needed


• Most difficult to Stop


• High success rate



Jamtara
Netflix Series

• Phishing attack


• Unorganised to Organised 
market :)



Protecting Ourselves
Do we stand a chance?



Protecting Ourselves
Make it harder for the hacker to hack you…

• Don’t use pirated software


• Update all softwares we use regularly


• Remove unwanted or unused softwares from our devices


• Use complex passwords & change frequently


• Use different passwords for different online services & 2FA


• Check / Double check the links we click on


• Don’t give personal information / PIN / OTP over phone / text


• Check / Double check app permissions allowed by us


• Pray 🙏



Thank you 
Happy to take questions…


